BOSCH

Application Note
IP horn loudspeaker & IP amplifier module -
BVMS integration - v1.0

This Application Note describes how to integrate the IP horn loudspeakers or the IP amplifier
module into Bosch BVMS software.
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1. Introduction

This Application Note describes how the IP horn loudspeaker, and the IP amplifier module can be
integrated into BVMS (Bosch Video Management System). On the example of the wide-angle IP
horn loudspeaker, it will be described how to do the configuration. The long throw horn loudspeaker
and the amplifier module can be configured in almost the same way.

Products:

LHN-UC15L-SIP

IP horn loudspeaker 15W, long throw

LHN-UC15W-SIP IP horn loudspeaker 15W, wide angle

AMN-P15-SIP

IP amplifier module 15W

The IP horn loudspeakers and the IP amplifier module can be used in Video Management Systems
(VMS) which are based on the ONVIF standard. Main use is the audio support (live & trigger) from
the VMS towards the IP horn loudspeakers and IP amplifier module, see below table for more details.

Audio Use cases / Features IP Horn IP Amp Module
1-way live audio from VMS v v
2-way live audio from and to VMS v X (no microphone)

Start pre-recorded massage stored in the IP horn/amp

without scripting (using ONVIF output) v v

Although ONVIF is a standard, there are differences on the actual support based upon the specific
VMS. The VMS version tested together with the IP horn loudspeaker/amp module is BVMS 12.1 and
BVMS 12.2.

Notice!
All devices need to have a static IP address or get an IP address from a DHCP server. Link local is
not recommended by BVMS.
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2. Abbreviations
VMS Video Management Software

ONVIF ONVIF stands for Open Network Video Interface Forum and it is a standard
for the communication between different IP-based security systems.

ONVIF Output The ONVIF Output is a virtual control output in the Video Management
System. It can be used to control the state of a virtual control input of the IP
horn/amp via ONVIF.

ONVIF Audio stream from the device (IP horn) to the VMS.

Streaming

ONVIF ONVIF offers the option to send media back from the VMS to the client
Backchannel (IP horn loudspeaker/amp module).

BVMS BVMS configuration software

Configuration

Client

BVMS BVMS operator (client) software

Operator Client
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3. Preparing the IP horn/amp

This chapter describes how to prepare the IP horn/famp when using it in combination with BVMS.

3.1. Firmware

The firmware of the IP horn/amp needs to be updated to the firmware v2.0 (2.0.800) or later, to
support ONVIF. It is recommended to use the latest firmware version. Please check the firmware
release notes for more details about firmware compatibility.

You can get the latest firmware from the product page at www.boschsecurity.com.

Notice!
More details about the firmware update can be found in the application note “IP horn loudspeaker &
IP amplifier module — Getting started”.

3.2. General Configuration

By default (factory reset) the speaker is not addable to the BVMS software. Below is described what
needs to be prepared on the IP horn/famp side. The screenshots were made with the IP horn
firmware v2.1 (2.1.868).

1. Connect to the speaker:
Open a browser and enter the IP address (https:/IPaddress) or the host name
(https://HOSTNAME.local) of the IP horn/famp and login with Username and Password of the
administrative account.

@ | © BoschLHN15SIP-11A91F X 4+ o _ O

m x

<« C @ QO G hitps:/hniSsip-11a91flocal ¥ Q Suchen B

Login

Please enter your credentials

Language

English



http://www.boschsecurity.com/

Application Note | Public Address | IP horn/amp — BVMS Integration — v1.0

2. Adding a user:

To activate the ONVIF interface, a ONVIF user needs to be added. Go to Users and create a

ONVIF operator account dedicated for BVMS integration.

@ | ® Bosch LHN155IP-11A91F x|+ ~ = u] e
<« @ & QO G hitps//ln15sip-11a91flocal/#/users w7 Q Suchen Y =
Users BOSCH
Query Q
Username
admin Administrator x s
Add user
onvif ONVIF operator w7 II'T‘Q'
Enter credentials for the user
Username
onvif
Password
sssscese @
Retype password
20000000 @
Group
ONVIF operator i
T 1
Notice!

These credentials will be needed for authentication on BVMS side.

3. Connection Policy:

Both, BVMS and the IP horn/amp, support HTTP and HTTPS. By default, the IP horn/famp comes

with HTTPS only enabled.

The Connection protocol can be changed under Security. However, it is strongly recommended

to use secure HTTPS connection when integrating with BVMS.

@ | & Bosch LHN1SSIP-11A91F x|+ v - o x
< C @ O & https://ihn15sip-11a91tlocal/#/securit £ | Q suchen o =
Security BOSCH

Connection settings

Select the connection settings for this web interface, the REST APl and ONVIF.

Connection policy

HTTPS

HTTP
HTTPS
HTTP and HTTPS

v

AES128-SHA256
AES256-GCM-SHA384
AES256-SHA

AES256-SHA256
ECDHE-RSA-AES128-GCM-SHA256

ECDHE-RSA-AES128-SHA

HTTPS certificat:

Bosch Default
ECDHE-RSA-AES128-SHA256
ECDHE-RSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-SHA
ECDHE-RSA-AES256-SHA384
ECDHE-RSA-CHACHA20-POLY1305
TLS_AES_128_GCM_SHA256
TLS AES 256 GCM_SHA384

TLS_CHACHA20 POLY1305 SHA256
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4. ONVIF Interface settings:
The ONVIF interface settings on the Generic settings page encompasses crucial fields including
HTTP Port, HTTPS Port, RTSP Port, and UDP Base Port. Users have the authority to change
these ports in case needed.
Any alterations to these ports require the user to click the Save button, prompting a restart of the
ONVIF process and the reopening of the designated ports.

By default, the ONVIF interface and the Web / API interface use the same HTTP and HTTPS
ports. In this example different ports for the ONVIF interface are used:

] | @ Bosch LHN15SIP-11A91F X+ v = O P
C @ QO & httpsy//hn15sip-11a91flocal/#/general % vr  Q Suchen n ® &5 =
Generic settings BOSCH
IP settings DNS settings
DHCP enabled DHCP enabled

Interface settings

ONVIF interface settings Web / API interface settings
gg\SEHTTP Port o + VBV(e)b[API HTTP port +
g:ﬂ;HTTPS Port - + ZVZ;[ADI HTTPS port - +
gl;‘gF RTSP Port o +
gg\?z;DP Base Port +

O G.711 audio codec (legacy, low quality) for talk down

Save
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5. Activate G.711 audio codec for talk down:

7128

G.711 is by default deactivated (for talk down) on the side of the IP horn/amp due to its lower
audio quality compared to AAC. BVMS is only able to distribute audio using G.711. So, if you
want to use the speaker function of the IP horn/amp you need to active this on the Generic

settings page.

@ | © Bosch LHN13SIP-11491F x|+

C @ Q & nhitps://Inn15sip-11a91flocal/#/general

% Q Suchen

- [m] >

© O

Generic settings

~

BOSCH

IP settings

DHCP enabled

Interface settings

DNS settings

DHCP enabled

ONVIF interface settings

ONVIF HTTP Port
8000

Web / API interface settings

Web / API HTTP port
80

ONVIF HTTPS Port
8443

Web / API HTTPS port
443

‘ONVIF RTSP Port
554

‘ONVIF UDP Base Port
32768

IQ G.711 audio codec (legacy, low quality) for talk down

Save

6. Microphone:

If you want to use the microphone of the IP horn/amp, make sure that the microphone is switched

on. If switched off, the microphone function will not be added into BVMS.

On/Off switch of
the microphone

Y
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4. Integration into BVMS
4.1. Adding a loudspeaker to BVMS

This chapter describes how to add the IP horn/amp to BVMS 12.1 or BVMS 12.2.

Open BVMS Configuration Client:

1. As a prerequisite, basic BVMS initial configuration is required. On the Devices page, at least a
single VRM Device should be added and properly configured.

Notice!

If required, please refer to the BVMS Configuration Manual for the details on how to add the
Video Recording Manager to the system.

2. As the next step, at least single Video Streaming Gateway (VSG) instance must be installed,
enabled, and configured in BVMS, as the standard component to connect ONVIF devices. The
IP horn/amp will be added to BVMS as any other ONVIF camera/device.

@ Configuration Client (127.0.0.1, User: Admin)

System Hardware Tools Reports Settings Help

Devices Maps and structure Schedules Cameras and recording Events

@ X (} l? Change device passwords

B Q) Device Tree [10]

General Recording Metwork
2 EB Enterprise System [1]
2 E_ DVR (Digital Video Recorder) [1] Unit Access Date/Time
B Matrix Switches
-&, wiorkststions ~ Device identification

[}-@ Menitors [2]

&-B5 Other Devices [12]
5-& VRM Devices [1]
E- § DIVAR IP AID 4000 [1]
&5 Feol 015]
- o DINION 51001 IR [1]
- o DINION inteax 71001 1R [1]
' ﬂ FLEXIDOME panoramic 5100i [1]

E Streaming Gateway/1

sssss

B a DIVAR [P AID 2000 [1]
WY y
D Live Only
E' Loczl Storage

@ Unmanaged Sites

Notice!

If required, please refer to the BVMS Configuration Manual for the details on how to add the
Video Streaming Gateway to the system.



%-
B Local Storage Start ONVIF Camera Event Driver Tool
@ Unmanaged Sites Add Encoder/camera >
Scan for Bosch Encoders
Scan for ONVIF Encoders

Refresh state

Rename

Remove

Help
-

Devices Maps and structure Schedules Cameras and recording Events Alarms
S X & ()| @ Changedevice passwords
=) Q Device Tree [10] General Recording Netwark Senice
B EE Enterprise System [1]
@_ DVR (Digital Video Recorder) Unit Access DateTime
B strix Suitches
@_,_ workstations ~ Device identification
5B Monitors 2
61 @8 Other D [12] Device 7
er evices VRM Prox
B VRM Devices [1]
: Device nar
Er- & DIVAR IF 410 4000 [1] Streamin|
=58 Pool 0[5]
Device ID
o=/ DINION 51001 IR [1]
o=l DINION inteox 7100i IR[1]
: ) Device GU
o=l FLEXIDOME panoramic 5100i [1] Pid92563
| .
Edit Video Streaming Gateway nitator na
DIVAR IP AI0 400
A iqn.2005-
Live Only Change password... itator e

Notice!
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3. On the Devices page, go to your VRM recording pool, right-Click on your Streaming Gateway
instance and click on Scan for ONVIF Encoders.

This guide describes the process of adding the device using the automatic network scan option.
If needed, you can also add the device manually, by selecting the option Add Encoder/camera

- ONVIF Encoder.

Find and select the IP horn/amp device on the list of detected ONVIF devices. Use the option
Assign to add it to the BVMS configuration and click Next >>.

BVMS Scan \Wizard

Step 1/2: Select Encoders

Please select the devices that you want to include into the configuration.

Devices (247)

13 Display name

g

LHM-UC15L-5IP LHN155IP-11A874

T

Note that the list only shows devices that are not yet present in your configuration.

MNetwork address

172.30.11.73:8443

Assign e

Assign Ml @

E Streaming Gateway/1
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5. Type in the ONVIF user credentials of the user created in the IP horn/famp. Verify the

authentication status with the green unlocked symbol. Then click Finish.

BVYMS Scan \wizard

Step 2/2: Authenticate Devices

Please authenticate all the devices in the table.

Devices (13: Show passwords

Type Display name Metwork address User name Passwaord Status

| [tissie-11aa74 17230.11.73:3443 sossensens [ W |

<< Previous | | Finish | | Cancel

6. Find your added IP horn/amp under the Streaming Gateway, right-click on the added device and

click Edit ONVIF Encoder option:

Devices Maps and structure Schedules Cameras and recording Events Alarms

h4 j C‘) I? Change device passwords

= Q Device Tree [10] CMVIF Encoder OMVIF Encoder Events ONVIF Config
[ [?B Enterprise System [1]
@_ DWR (Digital Video Recorder)

. Identification
Eq Matrix Switches

] Workstations (1 Name LHN155IP-11A874
=8 Menitors [2]

% Network Address 172.30.11.73:8000
gy Other Devices [12]
=] VRM Devices [1] Manufacturer BOSCH

S8 g VRM 1] Model LHMN-UC15L-SIP

834 Pool O[3
Ei eal O[3 Firmware version 2.1.568

é FLEXIDOME outdoor 5100i IR [1]
E% Streaming Gateway/1 [1]

| o

D .
& DIFAID 2000 (1723 I Edit ONVIF Encoder I L
Live Only ow Webpage in Browser 1

L
@
E. Local Storage Refresh state

Capabilities

0
UUnmanaged Sites
Rename
33
Remove
Help
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7. Verify the configuration and if needed, configure the communication parameter. It is highly
recommended to use secured (HTTPS) connection to connect the speaker. In such case, make
sure that the option Secure connection is selected and afterwards verify, that the proper port
is set. When enabling Secure connection option, BVMS by default sets the network port to 443.
It might be required to change this value respectively to the speaker settings. In this example
the port 8443 is used for HTTPS ONVIF connection.

It is also recommended to select Profile S as ONVIF profile. Although there is no specific ONVIF
profile for loudspeakers, the Profile S is the one which fits best.

Edit ONVIF Encoder x
Device |dentification
Name LHN15SIP-114874
MNetwork address | port 1723011.73 8443 =
Credentials
User name omvif
Password Ly

Show password

State rh authenticated

Security

I Secureoonnedion I

Properties
Mumber of audio input channels 1
Mumber of alarm inputs ]
Mumber of relays 33

= Video Streaming Gateway settings

Assigned Gateway channel(s) 1

Camera protocol TCP

Use video input 1 v
Profile 5

Fanoramic camera

Mounting position Celling
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8. The IP horn/amp is now successfully added under the Streaming Gateway. Verify the basic
parameters of the added device:

Devices Maps and structure Schedules Cameras and recording Events Alarms User groups

> j C) 9 Change device passwords

=8 Q Device Tree [10] - ONVIF Encoder ‘ONVIF Enceder Events ONVIF Configuration
G- EB Enterprise System [1]
- [, DvR (Digital Video Recorder)

Identification
aﬁ Matrix Switches
-] vierkstations [1] Name LHN155IP-11A874
=8 Monitors [2]
% Metwerk Address 172.20.11.73:8000
g Other Devices [12]
= VRM Devices m Manufacturer BOSCH
=3 WRM [1] Model LHN-UC15L-SIP
= Peol 0 [3]
i realo Firmuware version 2.1.862

o FLEXIDOME outdoor 51001 IR
EHge Staming Gatevey!1 11 S
= ob TR
5z [P hom speaker (1723 Video Inputs 1
-3 ONVIF cutput (172.30.
-@ Output relay (172.30.1
&3 Relay 1017230117
@3 Relay 11 (17230117 Relays EE
- Relay 12 (17220117
&3 Relay 13(17230117
&3 Relay 14 (17220.117
- Relay 15(17230.117
&3 Relay 1617230117

Audio Inputs 1

Alarm Inputs 0

In the Device Tree, you can find the following items for the device:

- Camera item: Will be used later in the Operator Client to display an icon of the speaker
and for the audio intercom.

- Relays: Control outputs (1-32 are virtual and the 33 is the physical GPO of the IP
horn/amp).
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9. All the devices and elements that will be used, need to be assigned to a Logical Tree (and/or
one of the folders or maps there). For this purpose, switch to the Maps and structure tab and
drag and drop the needed elements from the Device Tree to the Logical Tree. In the example
below, the IP speaker items were moved to the IP horn speaker folder. A folder can be
(optionally) created by right-clicking on the Logical Tree root node and selecting Add folder.

g Cenfigur

System Hardware Tools Reports Settings Help

8

ation Client {127.0.0.1, User: Admin)

De“'ices SChed ) les

Cameras and recording Events

@ X 272 DBEB BB B R

Alarms User groups

: Q Device

E Mat

£
£
£

=

Show/Hide| == | él@

Tree [10]

[ EB Enterprise System [1]
[ E_ DVR (Digital Video Recorder) [1]

rix Switches

@_L_ \Workstations

[J--@ Monitors [2]

&8 Other Devices [10]
VRM Devices [1]

DIVAR IP AID 4000 [1]

£+ 838 Pool 015]

]--é DINIOM 5100i IR [3]

]--I:a DINIOM intecx 7100i IR [4]
]--# FLEXIDOME panoramic 51001 [1]
]--IE Streaming Gatewayi1 [1]

BB IP Horn Speaker [34]

- [e Camera 1(17230.11.73:8
473 Relay 1(172.30.11.72:844
473 Relay 10(172.30.11.73:84
473 Relay 11(172.30.11.73:84
7Y Relay 12(172.30.1172:84
473 Relay 13(172.30.1172:84
473 Relay 14(172.30.11.72:84
473 Relay 15(172.30.1173:84
473 Relay 16(172.30.11.72:84
473 Relay 17(172.30.11.72:84
{73 Relay 18(172.30.11.72:84
473 Relay 19 (172.20.11.73:84
7Y Relay 2(172.30.11.72:844
473 Relay 20 (172.30.1172:84
473 Relay 21(172.30.1172:84
7Y Relay 22(172.30.1173:84
473 Relay 23 (172.30.1172:84
473 Relay 24 (172.30.1172:84
473 Relay 25(172.30.11.72:84
473 Relay 26 (172.20.11.73:84
473 Relay 27 (172.30.11.73:84
473 Relay 28 (172.30.1173:84

- £73 Relay 29 (172.30.11.73:84

Global map

El DIMICN 51001 IR (172.20.11.109)

[ Camera 1(172.30.11.73:8443)
-2y Relay 1(172.30.11.73:8443)

7Y Relay 10(172.30.11.73:8443)
7Y Relay 11(172.30.11.72:8443)
0¥ Relay 12(172.30.11.72:8443)
Y Relay 13(172.30.11.72:8443)
7Y Relay 14(172.30.11.72:8443)
Y Relay 15(172.30.11.72:8443)
%Y Reloy 16(172.30.11.73:8443)
Y Reloy 17(172.30.11.73:8443)
7Y Relay 16(172.30.11.73:8443)
0¥ Relay 19(172.30.11.73:8443)
7Y Relay 2 (172.20.11.73:8442)

Y Relay20(172.30.11.72:8443)
7Y Relay21(172.30.11.72:8443)
7Y Relay22(172.20.11.72:8443)
Y Relay23(172.30.11.72:8443)
%Y Reloy 24 (172.30.11.73:8443)
7Y Relay 25(172.30.11.73:8443)
7Y Relay 26(172.30.11.73:8443)
0¥ Relay 27 (172.30.11.72:8443)
7Y Relay 28(172.30.11.72:8443)
Y Relay20(172.30.11.72:8443)
Y Relay 2 (172.20.11.73:8443)

Y Relay30(172.30.11.73:8443)
Y Relay31(172.30.11.73:8443)
%Y Reloy32(172.30.11.73:8443)
7Y Relay 33 (172.30.11.73:8443)
7Y Relay4(172.20.11.73:84432)

-4FF Relay 5 (172.30.11.73:8443)

-7¥ Relay 6(172.20.11.73:8443)

Y Relay 7 (172.20.11.73:8443)

7Y Relay8(172.30.11.73:8443)

-7 Relay 9 (172.30.11.73:8443)

-

Notice!

If needed, consider renaming any device or item in the Logical Tree.
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10. In the next step, make sure that all the changes are saved, and the recent configuration is
activated.

To do that, first click on the Save Changes button...

Configuration Client (127.0.0.1, User: Admin)

Systemn  Hardware Tocls Reports  Settings Help

Devices Maps and structure Schedules Cameras and recording Events Alarms User groups

S X 7 D &3 3@ 18 LEBR
She Save Changes || &3 Legical tree Global map

=8 Q Device Tree [10]

- E]B Enterprise System [1] =- E Logical Tree

[Z]I DVR (Digital Video Recorder) [=n FLEXIDOME outdeor 51001 (172
BF Matrix Switches IE-; IP hom speaker (172,30.11.73)
3-Ld, Workstations [1) _ €3 ONVIF output (172.30.11.73)
[]--@ Menitors [2] '@-

-85 Other Devices [10]

& &5 VRM Devices [1]

T )

> Live Only
E' Local Storage
@ Unmanaged Sites

...and afterwards activate the configuration.

Configuration Client (127.0.0.1, User: Admin)

System  Hardware Tocls Reports  Settings  Help

Devices Maps and structure Schedules Cameras and recording Events Alarms User groups

IB X 72 DR EB 3@ M@ BR

Sth_»’HldeIE Activate working copy of configuration Logical tree Global map

E--Q Device Tree [10]
B [?1@ Enterprise System [1] = E:, Logical Tree

E DVR (Digitsl Video Recorder) [ FLEXIDOME outdoar 5100i (172
S atix Switches [Z= P hom speaker (17230.11.73)
1-L, viorkstations [1] : &3 CNVIF output (172.30.11.73)
- Monitors 2 R & Output relay |

B2 Other Devices [10]
- & VRM Devices [1]

%l Live Only

E' Local Storage

Unmanaged Sites

IO N s DO
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Notice!

15128

BVMS allows flexible assignment of ONVIF events and states to the available input/output items.
To do that, ONVIF Camera Event Driver Tool can be used. You can open it by going back to the

Devices page and right-clicking on the Streaming Gateway instance.

Ella Streaming Gatewa I Lioiibcosss Mmbn iy
: Edit Video Streaming Gateway
ot |IF Horn Speake Il
- [wm Camera 1 : o
= Change password...
Relay 117
@ sley 1 I Start OMNVIF Camera Event Driver Tool I
@ Relay 10 (1 Add Encoder/camera b
@' Relay 11 (1 Scan for Bosch Encoders
'@' Relay 12 (1 Scan for ONVIF Encoders
- &F Relay 13 (1 Refresh state
- 7% Relay 14 (1 o
&3 Relay 15 (1 '
R
@Y Relay 16 (1 sname
_ Remaove
- % Relay 17 (1
- &% Relay 18 (1 Help
P .

Use the Edit option next to your device to customize assigned events.

Devices

OMVIF Camera Event Driver Tool

ONVIF devices connected to VSG

Send to VSG

IP address Vendor

172.3011.73  Bosch

Model

LHN-UC15L-SIP

Template

DEFAULT (Pre-configured)

Actions

Edit

Connected VSG: (& 172.30.11.37:8443 Disconnect

Version: 2.1.2.1




Application Note | Public Address | IP horn/amp — BVMS Integration —v1.0 16|28

In the example below — ONVIF output 1 is mapped to the Relay 2 of the device. Such mapping
is possible either by manual entering of Source and Data information in the columns or by drag
and drop of incoming Live ONVIF events from the table on the right-hand side.

‘ONVIF Camera Event Driver Tool

: ONVIF deice:  Bosch LHN-UCTSLSP (59
Templte 17 Hom Spesker
BVIP event mappings  Relay2 | Live ONVIF events Y 5
BYP Event Topic Source Data Time Topic Source oot
[ — — 51356PM | Device/Tigger/Relay ReloyToken: ONVIF output 11 Logicaltate: inactive
RelayState OFF Device/Trgger/Relay RelayToken: ONVI output | LogicalState: inctive ST356PM | Device/Tigger/Relsy RelayToken: ONVIF output 10 Logicaltate: imctive
51356 PM | Device/Tigger/Relay ReloyToken: ONVIF output & Logicaltate: inactive
ST356PM | Device/Tigger/Relsy RelayToken: ONVIF output & Logicaltate: inactive

51356PM | Device/Trigger/Relay RelayToken : ONVIF output 7 Logicalstate

51356PM | Devi

igger/Relay RelayToken : ONVIF output 6 [t

51356PM | Devi

51356PM | Devi

5:13:56 PM

5:13:56 PM

LiveBVP events Y g
Time Line | Tpe | BVIPEvent State
511444 P 1| Video | VideoLoss on
511448 PM 1| Video | VideoLoss off

2121

ConnectedVSG: (172301137843 Disconnect t
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4.2. Video Stream of the IP horn/famp

The ONVIF standard does not have a device type specifically for audio only. Therefore, the IP
horn/amp is added as a camera. However, the icon displayed in the “Live Stream” clarifies that it is
a speaker.

Open the BVMS Operator Client and drag and drop the Camera item of the IP horn/amp into the
camera layout.
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4.3. Start pre-recorded messages of the IP horn/amp via ONVIF Output

In BVMS there are 33 ONVIF outputs available. The first 32 outputs are virtual outputs and can be
configured to trigger rules in the IP horn/amp. The 33 output is the physical GPO of the IP horn/amp.

In this example ONVIF output 1 will trigger an audio file stored on the IP horn/famp.

1. Adding a rule for starting a message:
Log into the IP horn/amp, go to Rules and click on + to add a rule.

@ | ® Bosch LHN15SIP-11A91F x|+ ~ = m] x
C @ O G hitpsy//hn15sip-11a91 flocal/#/rules 5 Q Suchen [ E]
Rules BOSCH
Query Ck
Enabled Label Trigger Schedule Priority Action
O ONVIF talk-down ONVIF audio Always 5 Route call & W

m SIP Thru SIP Always 5 Route call i W
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2. Rule details
- Trigger type: ONVIF output
- Trigger-end stops the action instantly: If the message shall be played once to its end, let the
checkbox unchecked and make the contact closure shorter than the message.
- Action type: Start message
- Repeat count: 1

@ () Bosch LHN13SIP-11A31F X + ™ - a x
< Cc @ O & nhttpsi/ihn15sip-11a91tlocal/#/rules o l @ s @ o =
Edit rule BOSCH
< Edit rule
Label
Message via ONVIF Enabled
P it
A N

Trigger settings

Trigger type

ONVIF output v . Trigger-end stops the action instantly

ONVIF output index
1 ==

Schedule type
Always

Action settings

Action type
Start message

Gain (dB) Repeat count
Bell two N -20.0 -+ 1 -+

GPO action
NONE e

Rule overview:
Make sure, that the rule is enabled.

@ | @ Bosch LHN1SSIP-11A91F x|+ ~ - o x

¢« C @ QO G https//ihn15sip-11a91tlocal/#/rules % Q suchen |

Rules BOSCH

Query Q +

Enabled Label Trigger Schedule Priority Action

ONVIF talk-down ONVIF audio Always 5 Route call & '['?‘]'

SIP Thru SIP Always 5 Route call & '['?']'

@ Message via ONVIF ONVIF output 1 Always 1 Start message & T'?'T
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How to enable Output 1-32:
ONVIF Output 1-32 can only be used for triggering rules on the IP horn/amp. The IP horn/amp is
configured with ONVIF output 1 starting a message (bell) in the IP horn/amp.

1.

From the BVMS Operator Client, select the output associated to the ONVIF output 7 of the device
and activate it using the right-click and On option or by double clicking on it. In the example
below, relay was renamed accordingly (using Configuration Client).

FE ok E L

[== Camera 1(172.3

Notice!

By default, ONVIF outputs are operated in a mono-stable way — after activation the virtual output,
it will be automatically set back to disabled. If you want to change this behavior, you can do this
with the BOSCH configuration Manager.

The physical GPO can be turned off again by a double-click or right-click and select the Off
option.

Go to the Rules page of the IP horn/amp. Here you can see, that the rule is Running, and the
message is playing.

@ @ Bosch LHN155IP-11A91F * + v - [m] x
Cc @ O & httpsy/Ihn15sip-11291flocal/#/rules & Q Suchen =
Rules BOSCH

Query Ck +

Enabled Label Trigger Schedule Priority Action

O gglv\\{ll'r talk- ONVIF audio Always 5 Route call 4 T”"']’

O SIP Thru SIP Always 5 Route call & T”"']’

Message via ONVIF Start f 5

o ONVIFg output 1 Always 1 message Running e W
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How to test the 33" output:

Select the relay associated to the 33" (physical) output and activate it using the right-click and

1.
On option or by double clicking on it. When activated, the icon will indicate closed state.

& Operator Client - Control - Monitor 1

s Alarms Extras Help

System  Image pane

= o« o))

= Camera 1(172

el MaF
&
- [ 1P Homn Speaker
= Ca 30.11.73:8443) [1]
£} Relay output

% Trigoer message 1

Respectively, double-click again to turn it off or right-click and select the Off option.

2. Go to the Maintenance page of the IP horn/amp. Here you can see that the GPO has turned

active.
@ | (© Bosch LHN1SSIP-11A91F x|+ ~ = o x
&« C @ QO G hitps://ihn15sip-11a91flocal/#/maintenance %9 Q Suchen 8 =
~
Maintenance BOSCH
Power supply
General purpose inputs and outputs
Hardware GPIOs Virtual GPIs Virtual GPOs ONVIF outputs
Interface State
Pl (T 2 e v QD supervised
I GPO a I
Open Source Info & Support
4 Download open source licenses ' Download system logs
v
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4.4. Audio from the IP horn to the VMS via ONVIF Streaming

This part describes how to configure and test the audio from the IP horn to the VMS.

Notice!
This function is only available for the IP horn.

Setting up the Microphone in BVMS and testing the Microphone Stream in BVMS:

The microphone is not bound to the rule engine. There is no need to activate the ONVIF Stream via
the rules page of the IP horn. Thus, recording without interruption by a rule is possible. As soon as
the credentials for the ONVIF operator are set and the speaker is added to the Logical Tree and
available in the Operator Client, the microphone stream can be opened via the VMS, and you can
retrieve and listen to it.

1. Make sure that the microphone of the IP horn is activated.

On/Off switch of

the microphone I
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2. Go to the Configuration Client. Audio support for the device should be enabled in the system.
Go to Cameras and recording tab, select the VRM option, find your device(s) on the list and
select the audio path.

Devices Maps and structure Schedules Cameras and recording Events Alarms User groups
& ® @
=
=3 = .
=] O = vrm E DR (Digital Video Recorder)
Cameras [4]
Camera Audio Streams
Encoder i Camera «%  Metwork Address 7 Location 7 Device Family =7 Mumber 7 Audio 7 Stream limits =7
P IPHorn Speaker Camera 1 (17230.11... | 17230.11.73:8443 IPF Horn Speaker VG 1
DIMION inteox 7100...  Camera 1 (17231.23... | 17231.23.239 Logical Tree Device Family 3 <MNo Audio= Stream 1: 8.3...
i 723 FET E
DIMIGN 51001 IR DIMICN 571001 IR (17.. | 1723011109 Lagical Tree Device Family 3 SIS U S T2 R E Stream 1:8.3.
FLEXIDOME panora... FLEXIDOME panara...  17230.11.197 Logical Tree Device Family 3 ¥ Stream 1-4: 9.
Notice!

When the audio path is selected, both incoming audio and intercom features will be available
within BVMS for the device.

3. Testing the microphone stream:
- Open the Operator Client
- To listen to the microphone stream, open the IP speaker view in the camera layout and make
sure it’s the active window (indicated by the blue frame around it) and activate the audio using
the button (loudspeaker icon) on the lower, left-hand side of the camera view:
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4.5. Audio from the VMS to the IP hornfamp via ONVIF Backchannel

This part describes how to configure and test the audio from the VMS to the IP horn/amp. To send
audio to the IP horn/famp a ONVIF operator and a rule need to be configured.

1. Adding a rule for ONVIF talk-down (audio from the VMS to the IP horn/famp via ONVIF
backchannel):
By default there is the “ONVIF talk-down” rule available, which needs to be activated to be able
to route audio from and to the IP horn/amp through the VMS. The pre-defined rule is just there
for quick and easy configuration. But depending on the project needs either this rule or another
rule can be used.

@ | @& Bosch LHN15SIP-11A91F E ~ = ] X
C @ QO G hitpsy/lhn15sip-11a91flocal/#/rules % Q Suchen g =
Rules BOSCH
Query C% +
Enabled Label Trigger Schedule Priority Action
Q ONVIF talk-down ONVIF audio Always 5 Route call &z I'?']'
G SIP Thru SIP Always 5 Route call 2z
m Message via ONVIF ONVIF output 1 Always 1 Start message Z IT?']’

@ | (@ Bosch LHN13SIP-11A91F x |+ o _ 5
C @ O G hitpsy/hn15sip-11a91 flocal/#/rules w5 Q Suchen B =
Edit rule BOSCH

< Edit rule

Label

ONVIF talk-down Enabled

Priorit

a rity L

Trigger settings

Trigger type
ONVIF audio

Schedule type
Always

Action settings

GPO action
NONE N~
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Notice!

G.711 is by default deactivated for talk down on the side of the IP horn/famp. For BVMS
integration, please activate G.711 on the Generic settings page.

(=) @ Bosch LHN15SIP-11491F X + v = [m] x
&« C @ QO & https://Ihn15sip-11a91flocal/#/general % vy Q Suchen n ® @ =
Generic settings BOSCH
IP settings DNS settings
DHCP enabled DHCP enabled

Interface settings

ONVIF interface settings Web / API interface settings
gg\g(F]HTTP Part o + VBVSb[API HTTP pert +
gﬂ;HTTPS Port o + Va\lztélnpl HTTPS port o +
gg\gF RTSP Port o +
gg‘?ggDP Base Port +

IQ G.711 audio codec (legacy, low quality) for talk downI

2. Testing the audio from the VMS to the IP horn/amp:
- Open the Operator Client application.
- Open the device in the camera view.
- By pressing the Intercom button, the audio will be routed to the IP horn/amp.
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3. On the Rules page of the IP horn/amp you can check if the audio is routed:
- Go to Rules.
- The state of the ONVIF talk-down rule changes to Running.

@ | @ Bosch LHN13SIP-11A91F x o+ ~ = m] X
C @ O G hitpsy//Ihn15sip-11a91flocal/#/rules W Q Suchen [ E]
Rules BOSCH
Query Q -+
Enabled Label Trigger Schedule Priority Action
0 (d}g'xLF talk- ONVIF audio Always 5 Route call Running & ﬁ
c SIP Thru SIP Always 5 Route call & E
Message via ONVIF Start
o ON\/‘IFg output 1 Always 1 message & @
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4.6. Audio-linking between a camera and the IP horn

Starting with BVMS 12.2 it is also possible to link the audio input (microphone) and output (speaker)
between any configured devices. As a result, it is possible to use the IP horn as the audio device for
all the nearby cameras. The operator can simply hear the audio from the microphone of the speaker
as well as can use the audio backchannel / intercom feature directly to the speaker when other

camera view is opened in the BVMS Operator Client. To configure it, please follow the steps
described below:

1. Open the BVMS Configuration Client and go to the Cameras and recording page.

2. Inthe Cameras table, use the Audio column to link the audio input/output of the other device.
g Configuration Client (127.0.0.1, User: Admin)
System  Hardware Tools Reports Settings Help
Devices Maps and structure Schedules Cameras and recording Events Alarms User groups
a n & ® @
OFZ VRM
Cameras [2]
Camera Audio PTZ Settings
& Encoder i Camera 4% Network Ad.. 7 Location T Mumber T Audio i Port ¥ Protocol ¥ PTZ Addr... T
P FLEXIDOME cutdoor... | FLEXIDOME outdoor... | 1723123170 Logical Tree ;Audiu 1 (17230117384, | |
LHMN155IP-11A874 IP horn speaker (172.. | 17230.11.73:8... | Logical Tree Audio 1(172.30.11.73:3443)

To use the IP horn speaker as the audio device of the camera, for each camera row select it in
the audio column, as in the example given below:

@ Configuration Client (127.0.0.1, User: Admin)

System Hardware Tools Reports Settings Help

Devices Maps and structure Schedules Cameras and recording Evenis

Alarms User groups
B9 8 « @
=)
OF=Z =G
Cameras [2]
Camera Audio PTZ Settings
& Encoder T Camera A Network Ad.. T Location W Mumber ¥ Audia W Port ¥ Protocol W PTZ Addr.. W

Y7 FLEXIDOME cutdeer... | FLEXIDOME outdeer... | 17231.23.170 Lagical Tree 1 Audio 1 (1723011.7384... |,

LHN155IP-11A874 IP horn speaker (172... | 172.30.11.738... | Logical Tree 3| <No Audio>
1(17231.23.170)

Audio 1 (17230.11.73:3443)

4. Save and activate the configuration.

5. Now, going back to the BVMS Operator Client, whenever the camera is opened in the Live
View mode:

- Enabling audio will result in hearing the audio from the microphone of the IP horn
- Using intercom feature will result in announcement sent to the IP horn instead of the camera
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6. Notice of liability

While every effort has been taken to ensure the accuracy of this document, neither Bosch Security
Systems nor any of its official representatives shall have any liability to any person or entity with
respect to any liability, loss or damage caused or alleged to be caused directly or indirectly by the
information contained in this document.
Bosch Security Systems reserves the right to make changes to features and specifications at any

time without prior notification in the interest of ongoing product development and improvement.
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